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Ihre heutigen Referenten
Es freut uns, Sie hier begrissen zu durfen.

Martin Weber Nisslé Tobias Geiser
Vice President Global IT Senior Solution Architect
Ricola Group Aveniq
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Ricola heute

Hauptsitz in Laufen

‘ Unabhangiges
Familienunternehmen

Uber 500 Mitarbeitende
weltweit




Geschmacks-
richtungen

13-Krautermischung als Basis
der Ricola Produkte
Krauterige, minzige und
fruchtige Krauterspezialitaten

Uber 60

Geschmacksrichtungen




Motivation

Fahigkeiten

im Krisenfall erhnéhen
Einfacherer Zugang zu
neuen Technologien

Skalierungseffekte




Ausschreibung
RfP

Unsere Anforderungen

3 Teilnehmer

Aveniq unser neuer Provider
Beginn November 2023



Azure Virtual Desktop als
BCM Desktop

« Zugeschnittene Dienstleistungspakete
- Iterative Schritte

« Angeglichene Geschwindigkeit

+ Weitere Use Cases

« Zusatzliche Funktionen
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Legende:

Projektorganisation

Ricola

‘ Meeting mit In Scope 3rd Party
3rd Party

Kick-off mit Ricola 13.11.23

Y

01 MS Entra ID
(Azure Active Directory)

02 MS Azure

03 MS Intune

Abschluss Projektleistungen

03.A.XX Azure SQL Data Factory mit Konnektoren und VPN fir Jedox

Managed Service PaaS

Abschluss Projektleistungen

02.C.02 Konzept
(FW)

02.C.03 Umsetzung (FW & Umbrella)

Abschluss Projektleistungen

_ _ Managed Service 1D

Abschluss Projektleistungen

08 Service Mg

Diskussion / Offerte Service-Vertrage Managed Services (Azure

Infra., AVD) & Service Desk, Service Governance COElER QAR SEREEs il CUieelk A0

10 Managed & Signing RV & Mgmt. Services
Professional Services AVD & Azure

v

Q4 2023 Q1 2024 Q2 2024 Q3 2024
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Azure Landing Zone

Aveniq Cloud Journey
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« Aveniq Cloud Journey

* Cloud & Azure Governance

Aveniq office tenant
avenig.ch (avenig.onmicrosoft.com

Crosoft Entra 1D

Cloud Adoption

- Service principals
- Security groups
- Users

- etc.

Corporate Corporate Cloud Consumer Customer specific requirements
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Customer tenant Imolements
customername.onmicrosoft.com in Azure

adniinistration tenant
aveniq.cloud (custofiermgmt.onmicrosoft.com)

Partner Center

« Entra ID Basis Configuration
« IaC CI / CD Pipeline Definition
+ Management Group Setup

» Privileged Identity Management

Microsoft Entra ID

- Service principals
- Security groups
- Users

- ete.

- Azure tenant provisioning and ci/cd
- Azure resource provisioning and ci/cd
- Azure governance provisioning and ci/cd

€ Gitrub Actions (continuous integration & delivery)

N
Y Terratorm files (infrastructure as code)

o

An «Azure Landing Zone is an environment for hosting our
customer workloads that's preprovisioned through code

Role definitions
Policy definitions
Role assignments
Policy assignments

Resource templates

Management Groups

company.id-root

Tenant oot group

Microsoft Entra ID

Cloud identity governance enforcement with
Entra ID (PIM) role configuration & assigments

. Azure Policies
- Service principals

- Security groups
- Users

- etc.

- B Microsoft Entra Connect

&bs
Role entitlement
(PIM)
Cloud Operator

On-premises
| Active Directory
Aveniq cloud governance v1.0 (Initiative)
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fé; Privileged Identity Management
Helpdesk Operator

- Eligible role assignment for critical roles

——— ) approvals with Workplace Operator

company.id-infra

company.id-prod

company.id-acce

| - Users - Multi factor authentication enforcement
- ete. - Notifications for critical role enroliments
= Access reviews and audit reports
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Compliance Operator
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« Subscription Setup

[company.

« Notwendige Security-Ressourcen

[company.

* Monitoring & Backup

Infrastructure subscription [compan
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[ company.id-infra-01-core-admin-rg

Storage account for CloudShell
[company.idinfra011234cloudshell]

Key Vault for credentials and certificates

company.id-infra-01-core-monitoring-rg

nfra-01-1234]

Log Analytics workspace for Monitoring

nfra-01-loganalytics-01]

companv.id-infra-01-core-backup-ra

Production subscription [company.id-prod-01]

company.id-prod-01-appl-kudos-rg

Application Insights
[company.id-prod-01-appl-kudos-appinsights]

App Service plan
[company.id-prod-01-appl-kudos-function-asp)

Azure Database for MariaDB server
[company.id-prod-01-appl-kudos-masql]

Private endpoint
[company.id-prod-01-appl-kudos-masgl-pe]
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Acceptance subscription [company.id-acce-01]

company.id-acce-01-appl-aks01-rg

Kubernetes service
[company.id-acce-01-appl-aks01]

Container registry
[company.idacce010784aks01]

KeyVault for credentials and certificates
[company.id-acce-01-0784]

Managed identity
[company.id-acce-01-appl-aks01-identity)

Test subscription [company.id-test-01] Development subscription [company.id-dev-01] Azure Virtual Desktop [company.id-avd-01]
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company.id-test-01-appl-sample-rg company.id-dev-01-appl-honour-rg

Logic App Host pool

[company.id-dev-01-appl-honour-logic] [company.id-avd-01-appl-avdmgmt-mgmthp]

Application Group

[company id-avd-01-appl-avdmgmt-mgmthp.
-apparoup]

Managed disk with data at rest encryption
[sxLoxcooc-disk0] for operating system

App Service plan
[company.id-dev-01-appl-honour-funct-asp}

Managed disk with data at rest encryption

Log Analytics workspace
[sx1xo0xex-disk1] for data

KeyVault for credentials and certificates
[company.id-dev-01-appl-honour-loganalytic]

[company.id-avd-01-0784]

Network interface
[Sx1x0xx63X-nic0]

Event Grid System Topic
{company.id-dev-01-appl-honour-bus-egtop]

Automation Account
[company .id-avd-01-appl-avdmgmt-aa)
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Defender [Entra ID groups] Defender  [Entra ID groups] Defender  [Entra ID groups] Defender  [Entra ID groups] Defender  [Entra ID groups] Defender  [Entra ID groups]

On-premises systems and networks
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Azure Virtual Desktop

I 4| Resource Group

E Azure Virtual Desktop Workspace

0 Azure Virtual Desktop Host Pool

n Session Hosts (Windows Desktop)

' OS Disks

——
= Storage Account

(DS Azure Functions

9 Recovery Vault
(} Automation Account

O Key Vault
“ Alerts

@ Application Insights

=

n Azure Compute Gallery
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AVENIQ

» Automatisierung mit zentraler
Management-Ebene

* Nutzung von zentralen Komponenten
(z. B Global Image)

» Betrieb durch Aveniq Fachspezialist*innen
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Scope &
Umsetzung

Azure Landing Zone und Virtual
Desktop

Weitere Dienste wie Azure Data ’ S BTN | TSRy —_
Agiles Projektmanagement und
Umsetzung
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Ricola News

That was our Ricola summer party
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Azure Virtual Desktop
@Aveniq

« Kurzere Deployment-Zeiten

» Intelligente Kostenoptimierung

AVENI@

« Individuelle Auto-Skalierung

< . .
B s
- Automatisiertes Image Lifecycle — e
Management % Your future
== starts with us
« Erweitertes Management Toolset 10

« Flexibilitat durch Cloud
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 Mehrwert durch Kompetenz von Aveniq 1
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Ausblick

Verschieben von
on-premises Workloads
nach Azure

Datacenter Zukunft

Copilot, Fabric,
OpenAl Integrationen




Erfolgsfaktoren

« Die Bedlrfnisse der Geschaftspartner

verstehen und umsetzen kdnnen

« Implementierte Cloud Governance
(Azure Landing Zone & Entra ID)

« Saubere Durchfliihrung durch Expertise

« Gemeinsames Verstandnis fur Geschwindigkeit

und Prioritaten

« Gesamtbild erkennen und gemeinsam formen

\I/
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Fazit

Anpassungsfahigkeit
notwendig

Provider wird zum Partner in
diesem Prozess

"out of the box" Blueprints,
rasche Umsetzung
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Haben Sie Feedback fur uns?
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