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—Fraud attempts
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Trends in January

Compared to December
with 5875 reports, 4885
reports occured in January.

The federal government also
warns against phishing in the
name of the FTA and fraudulent
SMS in the name of Binance
(Link).



https://www.ncsc.admin.ch/ncsc/de/home/aktuell/aktuelle-vorfaelle.html

Topic Of the month «It was only a matter of time before the pro-Russian
hacker group NoName057(16) also targeted Switzerland.

Welcome to the new reality of cyberattacks!»

Summary Link

L
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21.01.2025 Hacker attacks Swiss websites

In January 2025, Switzerland was rocked by a major cyberattack that paralyzed several websites. The pro-Russian hacker group
NoName057(16) claimed responsibility for the attacks, which were directed against various Swiss institutions. The affected
websites included those of the Zircher and Vaud cantonal banks as well as the websites of the municipalities of Lucerne, Kriens
and Adligenswil.

The attacks were carried out using so-called distributed denial-of-service (DDo0S) attacks, in which the websites were overloaded
by mass requests and were therefore no longer accessible to regular users. While this type of attack doesn't result in data
leakage, it can cause significant disruption.

The hacker group NoName057(16) has been active since 2022 and specializes in politically motivated cyberattacks. Their attacks
are often directed against countries that support Ukraine in the war against Russia. The group communicates mainly via
Telegram and announces its goals there.

This incident highlights the ongoing threat of cybercrime and the need to continuously invest in cybersecurity to defend against
such attacks. The Federal Office for Cybersecurity had already warned of possible attacks in the run-up to the World Economic
Forum (WEF), as the risk was estimated to be particularly high during this time.
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https://www.srf.ch/news/schweiz/gruppe-hat-sich-bekannt-hackerangriff-legt-schweizer-websites-lahm

Cyber Attacks of the month

Summary Link
08.01.2025 Casio confirms outflow of customer data Continue
reading

The Japanese electronics manufacturer Casio confirmed that personal data of about 8500 people was exposed in a ransomware attack

CASID in October 2024. Mainly employees, business partners and some customers are affected. The stolen data includes names, addresses,
phone numbers, and other personal information. Casio is working with external specialists to investigate the incident and prevent
further damage.

13.01.2025 Swissmem compensation fund warns its 200,000 policyholders Continue

The compensation fund Swissmem was the victim of a cyber attack in which data was stolen. The exact extent of the data theft is still reading

—/-<\SW|SSMEM unclear, but Swissmem warns its 200,000 policyholders of possible fraudulent contacts. The affected data could be used for phishing
attacks or other fraudulent activities. Swissmem is working closely with cybersecurity experts to clarify the incident.

21.01.2025 Russian hackers paralyze websites of banks and municipalities Continue

Several Swiss websites, including those of the Zircher and Vaud cantonal banks and the municipalities of Lucerne, Adligenswil, Kriens reading

and Ebikon, have been paralyzed by DDoS attacks by the pro-Russian hacker group NoName057(16). These attacks occurred during the
World Economic Forum in Davos and caused significant disruption. The hacker group wanted to attract attention and demonstrated its
skills on the net. The Federal Office for Cybersecurity had warned in advance of such attacks.

03.02.2025 Cyber attack on cantonal road condition website in Graubiinden Continue

The cantonal road condition website in Graubiinden was paralyzed twice by cyberattacks on 2 February 2025. The attacks took place at reading

10:00 a.m. and 3:30 p.m. and caused significant disruptions to service. Those responsible are working to close the security gaps and
make the website fully functional again. This incident demonstrates the ongoing threat of cybercrime and the need to continuously
invest in cybersecurity.
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https://www.netzwoche.ch/news/2025-01-08/update-casio-bestaetigt-abfluss-von-kundendaten
https://www.netzwoche.ch/news/2025-01-08/update-casio-bestaetigt-abfluss-von-kundendaten
https://www.blick.ch/wirtschaft/opfer-von-cyberangriff-ausgleichskasse-swissmem-warnt-seine-200000-versicherten-id20490292.html
https://www.blick.ch/wirtschaft/opfer-von-cyberangriff-ausgleichskasse-swissmem-warnt-seine-200000-versicherten-id20490292.html
https://www.tagesanzeiger.ch/ddos-attacke-mehrere-schweizer-webseiten-von-hackerangriffen-betroffen-289636888241
https://www.tagesanzeiger.ch/ddos-attacke-mehrere-schweizer-webseiten-von-hackerangriffen-betroffen-289636888241
https://www.blick.ch/schweiz/10-und-15-30-uhr-cyberangriff-auf-kantonale-strassenzustand-webseite-in-graubuenden-id20540745.html
https://www.blick.ch/schweiz/10-und-15-30-uhr-cyberangriff-auf-kantonale-strassenzustand-webseite-in-graubuenden-id20540745.html

Vulnerabilities of the month

Summary Recommendation Learn more
about
ivanti' 09.01.2025 Security Advisory Public-facing application exploit can be used to execute -+ Updating the software ink
Ivanti remote code.
E:RTINET 14.01.2025 News Public-facing application exploit can be used to execute - Updating the software Link
- Fortinet remote code.
14.01.2025 Security Advisory SExecute arbitrary code. Using the Exploitation for Client « Updating the software Link
FA\Adobe Adobe Execution method.
| 15.01.2025 Security Advisory Several vulnerabilities in Microsoft products. - Updating the software Link
2
Microsoft Microsoft
21.01.2025 Security Updates Several vulnerabilities in Oracle products. Updating the software Link
ORACLE
Oracle
) 27.01.2025 Security Updates The drive-by compromise method exploits several Updating the software Link
Google Chrome vulnerabilities.
27.01.2025 Security Update Public-facing application exploit can be used to execute Updating the software Link
SONICWALL SonicWall remote code.
s’ 30.01.2025 Security Updates Execute arbitrary code. Using the Exploitation for Client Updating the software Link

Apple Products

Execution method.
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https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-0282-CVE-2025-0283?language=en_US
https://attack.mitre.org/techniques/T1190/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-ivanti-products-could-allow-for-remote-code-execution_2025-001
https://www.bleepingcomputer.com/news/security/fortinet-warns-of-auth-bypass-zero-day-exploited-to-hijack-firewalls/
https://attack.mitre.org/techniques/T1190/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-fortinet-products-could-allow-for-remote-code-execution_2025-006
https://helpx.adobe.com/security/Home.html
https://learn.cisecurity.org/e/799323/techniques-T1203/4tvqsk/2273011015/h/j5nCoydVbg3n7zxTfrcp3VVAD7iPxq53yNUp82pcHC8
https://learn.cisecurity.org/e/799323/techniques-T1203/4tvqsk/2273011015/h/j5nCoydVbg3n7zxTfrcp3VVAD7iPxq53yNUp82pcHC8
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-adobe-products-could-allow-for-arbitrary-code-execution_2025-003
https://msrc.microsoft.com/update-guide/
https://www.cisecurity.org/advisory/critical-patches-issued-for-microsoft-products-january-14-2025_2025-004
https://www.oracle.com/security-alerts/cpujan2025.html
https://www.cisecurity.org/advisory/oracle-quarterly-critical-patches-issued-january-21-2025_2025-008
https://chromereleases.googleblog.com/2025/01/stable-channel-update-for-desktop_22.html
https://learn.cisecurity.org/e/799323/techniques-T1189-/4twq4n/2284358323/h/SEOdiqigl29NjUtFwL56XD331wThKKPLao7CrT2_sWA
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-google-chrome-could-allow-for-arbitrary-code-execution_2025-009
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0002
https://attack.mitre.org/techniques/T1190/
https://www.cisecurity.org/advisory/a-vulnerability-in-sonicwall-secure-mobile-access-sma-1000-series-appliances-could-allow-for-remote-code-execution_2025-010
https://support.apple.com/en-us/100100
https://learn.cisecurity.org/e/799323/techniques-T1203/4tvqsk/2273011015/h/j5nCoydVbg3n7zxTfrcp3VVAD7iPxq53yNUp82pcHC8
https://learn.cisecurity.org/e/799323/techniques-T1203/4tvqsk/2273011015/h/j5nCoydVbg3n7zxTfrcp3VVAD7iPxq53yNUp82pcHC8
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-apple-products-could-allow-for-arbitrary-code-execution_2025-011

' ; . Interested i it ices?
Insides from the Security Team of Aveniq prerested In our security servicss

More information at aveniq.ch/cyber-security

Latest Malware Variants

14.01.2025 WP3.XYZ Malware The SS3. XYZ Malware has compromised over 5,000 WordPress websites by creating fake admin accounts, installing malicious
plugins, and exfiltrating sensitive data.

15.01.2025 MikroTik Botnet A botnet of 13,000 MikroTik devices uses misconfigured SPF DNS records to spread malware via fake DHL invoices.

29.01.2025 Aquabotv3 Botnet

The new Aquabotv3 botnet malware exploits a command injection vulnerability in Mitel SIP phones to integrate them into their
botnet.

Reports received in January 2025 Reports processed in January 2025

Irrelevant
. Further Critical
Reports; 524 Investigations; 0%
32

High

8%
. Low
True Positive £i7
Reports; 6544

False Positive
Reports; 7854

Medium
88%

Medium Low

= True Positive Reports = False Positive Reports

Irrelevant Reports m Further Investigations = Critical = High
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https://www.bleepingcomputer.com/news/security/wp3xyz-malware-attacks-add-rogue-admins-to-5-000-plus-wordpress-sites/
https://www.bleepingcomputer.com/news/security/mikrotik-botnet-uses-misconfigured-spf-dns-records-to-spread-malware/
https://www.bleepingcomputer.com/news/security/new-aquabotv3-botnet-malware-targets-mitel-command-injection-flaw/

Tactics, Techniques & Procedures 1/2

Summary Link
22.01.2025 IPany VPN breached in supply chain attack to spread custom malware Link
In January 2025, South Korean VPN provider IPany fell victim to a supply chain attack carried out by the China-linked hacker group
% PlushDaemon. This group compromised IPany's VPN installer to distribute the tailor-made 'SlowStepper' malware.
‘ ‘ Method
;Q
. . L
1. Supply-c_halln-Attack: PIushDaer_non exploited a @ hc:\pmgram B B
vulnerability in IPany's supply chain by compromising 33
the VPN client's installation process. IPanyVPNSetup.exe
2. Distribution of the malware: The "SlowStepper" — h o
malware has been designed to go unnoticed and A
bLIrrOW deep IntO the VICtIm'S system. ] :’0‘} BootstrapCache.pkg (config)
BIN
3. Data Exfiltration: Once installed, SlowStepper N
collects sensitive information from the infected —— RSHll EncMor.pkg (installer)
system. BIN
N
4. Persistence: To ensure that the malware remains — I;E FeatureFlag. pkg (archive) — — — (MDY - - - - - - ----------------- 1
active even after a system reboot, SlowStepper & :
H H i |
implements persistence mechanisms. L IO . i oo et |
BIN |
5. Remote control: The attackers can control the L : :
infected systems remotely by sending commands to » B nutorsg. a1 (osd i s e G A e L A e ez
h IWare utoMsg. (loader) | \ :
the ma . DLL | : N LN LN LN | h
) R <O 3 & £ I ;|
’ tgﬂ:;g?;;é;pany ! EXE BIN DLL EXE i pLL [
| : svcghost.exe assist.dll msvcrl00.dll Peeratson.exe: SlowStepper :
| | (process monitor) (archive) i (backdoor)
|

Components in archive containers
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https://www.bleepingcomputer.com/news/security/ipany-vpn-breached-in-supply-chain-attack-to-push-custom-malware/
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Summary Link

03.02.2025 DeepSeek Al Tools Imitated by Infostealer Malware on PyPI

L
S
=~

In January 2025, threat actors took advantage of DeepSeek's popularity to upload two malicious infostealer packages named 'deepseeek’ and
'deepseekai' to the Python Package Index (PyPI). These packages pretended to be developer tools for the Al platform, but stole sensitive
&deepseek information from the developers' machines, including API keys and database credentials.

Method

deepseekai 0.0.8 e

1. Supply chain attack: The attackers took
advantage of DeepSeek's growing popularity to
upload fake packages to PyPI.

Released: 28 minutes ago

Python client for DeepSeek Al API - access large language models and Al services

2. Malware distribution: The "deepseeek" and
"deepseekai" packages were uploaded to PyPI on P

This project has been quarantined.
January 29, 2025. = Project description
I
PyPI Admins need to review this project before it can be restored. While in quarantine, the project is not

installable by clients, and cannot be being modified by its maintainers.

D Release history

3. Data exfiltration: The stolen information was Read more in the pojectin quarantine help atice
exfiltrated to a command-and-control server LD on ks
operated through the legitimate Pipedream e —
automation platform. Vit G
T o DeepSeek Al Python Client
4. Persistence: The malware used various techniques E » R i e
. . . . . bvk A Python client library for interacting with DeepSeek Al's API services. This package provides simple and intuitive
to disguise its presence and ensure that it remains access to DeepSeek's arge language models and Al capabiltes
active even after a system reboot. S
Unverified details Features
5. Remote control: The attackers were able to control Meta [ e o s A
. . v MIT * Support for text generation and completion
the infected systems remotely by sending A « Builtin error handiing and ate limitng
commands to the malware. W deepseckai, ai, LLM, language o Async supportfor concurrent requests

model, API, client
Provides-Extra: dev

* Comprehensive documentation and examples

Installation
Classifiers
Intended Audience

Developers oip dasts
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https://www.bleepingcomputer.com/news/security/deepseek-ai-tools-impersonated-by-infostealer-malware-on-pypi/

Good to know

Summary Link
16.01.2025 AWS account data ended up on the dark web Continue reading
e azon In the course of an attack, numerous AWS account data has appeared on the darknet. Kaspersky discovered over 100 compromised data
rebserees packets for the AWS platform. Although no sensitive information is affected, the incident shows the need for proactive security measures.
21.01.2025 ChatGPT can be used for DDoS attacks Continue reading
A security researcher has discovered that ChatGPT can be misused for DDoS attacks. By sending HTTP POST requests to the ChatGPT API,
thousands of hyperlinks can be delivered, resulting in congestion on the target web page. OpenAl and Microsoft have not yet responded to the
researcher's contact attempts.
23.01.2025 NTC finds security vulnerabilities in hospital information systems Continue reading
% The National Cybersecurity Test Institute (NTC) has discovered serious security vulnerabilities in three of the most widely used hospital
m information systems (HIS) in several Swiss hospitals. In total, over 40 moderate to severe vulnerabilities have been identified, including
- fundamental architectural issues and inadequate encryption. Some vulnerabilities allow full access to patient data within a few hours.
26.01.2025 Android with new functions against theft Continue reading
Google has introduced new anti-theft features for Android. The Identity Check feature automatically locks devices if they are in an untrusted
location and requires biometric authentication. Another function, "Theft Detection Lock", detects theft attempts on unlocked smartphones and
can>D01D automatically activates the screen lock.
AVEr"G Cyber Threat Landscape | January 2025 10


https://www.itmagazine.ch/artikel/83825/AWS-Account-Daten_im_Darknet_gelandet.html
https://www.itmagazine.ch/artikel/83851/ChatGPT_laesst_sich_fuer_DDoS-Angriffe_zweckentfremden_.html
https://www.itmagazine.ch/artikel/83868/NTC_findet_Sicherheitsluecken_in_Klinikinformationssystemen.html
https://www.itmagazine.ch/artikel/83879/_Android_mit_neuen_Funktionen_gegen_Diebstahl.html

Appendixes
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Monthly Top 10 in Switzerland 1/2
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Quelle: https://cybermap.kaspersky.com/stats
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Jan - 31

Name %
Trojan-Ransom.AndroidOS.Congur.cw 25.99
Trojan-Ransom.AndroidOS.Small.cj 7.76
Trojan-Ransom.AndroidOS.Svpeng.ac 7.62
Trojan-Ransom.AndroidOS.Congur.ap 6.59
Trojan-Ransom.Win32.Encoder 4.54
Trojan-Ransom.AndroidOS.Svpeng.ah 3.81

P g Trojan-Ransom.AndroidOS.Svpeng.snt 3.52
L Trojan-Ransom.AndroidOS.Svpeng.ab 2.05
o o Trojan-Ransom.AndroidOS.Congur.bf 1.9
Lo Trojan-Ransom.AndroidOS.Svpeng.ad 1.8

Name %
Bruteforce.Generic.Rdp.a 47.32
Bruteforce.Generic.Rdp.d 39.84
Scan.Generic.PortScan.UDP 9.27
DoS.Generic.Flood. TCPSYN 1.79
Scan.Generic.PortScan.TCP 1.47

— Bruteforce.Generic.Rdp.c 0.07

© o Intrusion.Generic.CVE-2021-44228.a 0.05

_('3 _Q Intrusion.Generic.CVE-2018-

Q0 O 11776.a.exploit 0.04

el Intrusion.Generic.Win.CMD.exploit 0.04
Intrusion.Win.CVE-2019-0708.a.exploit 0.03
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https://cybermap.kaspersky.com/stats

Monthly Top 10 in Switzerland 2/2
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Jan - 22

Jan - 23

Jan - 24
Jan - 25

Jan - 26
Jan - 27

Jan - 28
Jan - 29
Jan - 30

Jan - 31

Feb - 01

Feb - 02

Name %
Trojan.Script.Generic 15.06
Hoax.Win32.KL-Demo.a 7.36
Packed.Multi.MultiPacked.gen 7.33
Packed.Multi.SuspiciousPacker.gen 6.81
Trojan.MSOffice.Badur.gen 5.76
Trojan.Win32.Badun.gen 4.71
DangerousObject.Multi.Generic 4.38
Backdoor.MSIL.Remcos.gen 3.73
Trojan-Spy.MSIL.Noon.gen 3.1
Trojan-Downloader.Script.Generic 2.81

Name %
Exploit.Win32.CVE-2010-2862.a 94.71
Exploit.Linux.CVE-2017-7308.a 1.01
Exploit.Script.Generic 0.91
Exploit.Win32.Pidief.daa 0.79
Exploit.Win32.CVE-2011-3402.a 0.64
Exploit.AndroidOS.Lotoor.be 0.39
Exploit.Script.CVE-2021-26855.gen 0.34
Exploit.Linux.CVE-2014-3153.a 0.31
Exploit.Win32.Dropper 0.29
Exploit.JS.Agent.a 0.2
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https://cybermap.kaspersky.com/stats

AVENIQ

Your contact person

Alice Drifte
Professional Cyber
Security Consultant
+41 58 059 41 26

alice.drifte@aveniqg.ch
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